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Introduction 
 
 
The goal of IT is to become an invisible entity within a larger scale organization—an entity that can quickly adapt 
to change and scale to meet the rapidly changing needs of today’s business, an entity that focuses on delivering 
and maintaining applications, not infrastructure. In order for us to achieve IT transparency, we need to eliminate 
IT’s visibility since all anyone ever sees are the problems and road blocks IT creates which inhibit business 
flexibility, growth and potential revenue. ESG speaks with hundreds of IT end-users and the majority of them 
share a common goal of driving down capital and operational costs, simplifying ongoing management, reducing 
maintenance overhead and improving asset utilization (doing more with less). With such demands, it is hardly 
plausible for IT to become invisible …or is it? 
 
To make IT invisible, consider a popular science experiment that demonstrates the different states of matter as 
we learn how water changes from a solid to a liquid. Conversion between these two vastly different states is 
called a phase transition which is exactly what IT needs to undergo to become invisible. IT needs to find ways to 
make the transition from a solid to a liquid. The silos that have been built within the IT organization need to be re-
architected with a fluid infrastructure that connects the disparate pieces and flows with the business. 
 
Server virtualization is one such technology that provides liquidity to IT by delivering improved hardware 
utilization, physical server consolidation, increased availability and lower data center operating costs. ESG 
believes that server virtualization is acting as a catalyst for virtualization at all layers within the data center, a 
concept ESG refers to as Infrastructure Virtualization. The server virtualization market is red hot and is only 
showing signs of increased adoption. Businesses are running production workloads on virtual machines and 
finding the benefits nothing short of phenomenal. ESG Research recently surveyed early server virtualization 
adopters and discovered that 46% of the current users we surveyed consider themselves to be running “Tier 1” 
applications on virtual machines and there are no signs of this slowing down.  
 
As previously stated, “virtualization” should be implemented at multiple levels to obtain infrastructure-wide 
success. This includes, but is not limited to, server, network and storage infrastructure. IT organizations are using 
server virtualization as a chance to re-evaluate these different pieces of infrastructure and refresh their data 
centers. Currently the spotlight is on server virtualization due to the sheer number of servers that have 
proliferated across the data center, but as soon as we solve physical server sprawl, we will expose the next 
culprit, which ESG believes to be the storage infrastructure. This is because of the interdependency of server 
virtualization and networked storage for maximum virtual machine mobility and availability. ESG believes that 
given this opportunity, now is the right time to consider the multiple storage technology choices and to recognize 
that “virtualization” goes beyond the server. 
 
ESG’s hypothesis is that server virtualization has the potential to drive significant changes across many 
organizations’ storage infrastructures, data protection requirements and management processes, while enabling 
further technology investments. These changes result from a number of factors directly related to server 
virtualization usage, including: 
 

 An increase in an organization’s overall number of servers and the volume of corresponding data that 
needs to be stored and protected. 

 

 The increased need for mobility of virtual machines and data across virtual and physical infrastructure in 
order to improve availability and streamline ongoing operation and maintenance of virtualized server 
environments. 

 

 The increased use of remote replication for disaster recovery purposes, given that virtual servers offer 
organizations more cost-effective options for implementing these solutions when compared to traditional 
approaches. 

 

 The deployment of net new storage capacity as part of overall data center refresh initiatives undertaken 
in conjunction with virtual server implementation projects. 
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Significant numbers of current and planned server virtualization customers plan to purchase new networked 
storage resources to support virtual servers.  The current use of and expected growth in networked storage 
translate into net new storage resource purchases and deployments by server virtualization customers. Over half 
(54%) of current users in the SMB and Enterprise, who were able to estimate their organization’s storage 
volume, noted that their organization has experienced net growth in total storage volume since server 
virtualization was implemented (See Figure 1)

1
.  The increase in storage volume increases the total capacity 

under management which is leading IT to look for new ways to incorporate efficiencies, simplify management 
and find a storage system vendor that is actively innovating and integrating within the server virtualization 
ecosystem. 
 

FIGURE 1. IMPACT OF SERVER VIRTUALIZATION ON OVERALL VOLUME OF STORAGE CAPACITY 

 
Source: Enterprise Strategy Group, 2008 

 

                                                        
1
 This and all references to ESG Research in this white paper are from ESG Research Report: The Impact of Server Virtualization on 

Storage, January, 2008.  
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Networked Storage Considerations  
 
 
Server virtualization is having a significant impact on networked storage and is even driving some IT 
organizations to implement networked storage for the very first time. In a recent ESG survey of current and 
planned virtualization users, 86% of respondents that have implemented server virtualization use some form of 
networked storage to support their infrastructure requirements. Server virtualization solutions offer key 
functionality that requires underlying networked storage. As such, the data storage infrastructure is an important 
building block in deploying server virtualization solutions. Storing virtual machine images on networked storage 
enables the mobility of virtual machines between physical servers for load balancing, high availability and 
maximum resource utilization. Additionally, multiple copies of virtual machines are created for replication and DR 
purposes and used to easily perform “bare metal” recoveries.  
 
ESG believes that networked storage is essential if organizations are going to unlock the full potential of server 
virtualization solutions.  This potential includes the ability to move virtual machines between physical servers for 
peak utilization, maximum availability and data protection purposes.  ESG confirmed this premise with the 
research data below that shows respondents’ top reasons for expecting to increase their use of networked 
storage to support virtual server environments over the next 24 months (see Figure 2). 
 

FIGURE 2. WHY USERS WILL INCREASE NETWORKED STORAGE FOR VIRTUAL SERVERS 

 
Source: Enterprise Strategy Group, 2008 

 
Aside from the reliance on networked storage to enable key server virtualization features, consolidating multiple 
virtual machines onto a single physical server is also limited by the local disk capacity of that physical server.  In 
order to achieve maximum scalability and peak resource utilization, it becomes necessary to network your 
storage infrastructure to keep pace with consolidation initiatives. The deployment of server virtualization and 
migration of physical servers to virtual machines creates the perfect opportunity to consolidate storage and 
achieve centralized management, increased capacity utilization, improved availability, enhanced data protection 
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and reduced backup windows. When implementing server virtualization solutions, there are a number of 
important issues to consider, including: 

 
1. Capacity Planning: In the “physical world,” the operating system and applications are traditionally 

stored on local disks within the physical server. However, in virtualized environments, the virtual 
machine images, including the guest operating system, applications and associated data, are all 
stored on networked storage. Server consolidation efforts will require careful capacity planning as 
companies make it a strategic, company-wide initiative and more servers are “virtualized.” Another 
primary driver for implementing server virtualization is its inherent ability to provide business 
continuance and disaster recovery solutions. This means that multiple copies (and snapshots) of 
virtual machines are created and stored in both the primary and secondary data centers. The storage 
capacity impact of virtual servers is significant and will largely depend on the servers and applications 
targeted for a virtualized infrastructure.  

2. Storage Tiers: Not all virtual machines and applications require the same level of performance and 
availability. This is especially true as the virtual machine and its associated data move from 
test/development to a production environment. ESG typically sees organizations configuring two to 
three different tiers of storage based on performance and protection requirements, as well as price.  

3. Zoning: The physical servers that are running the virtualization software and utilizing networked 
storage for load balancing and failover must all be in the same zone. In large scale deployments, 
creating one zone may not be practical or possible, so it will make sense to logically create multiple 
zones based on application and workload functionality.  

4. LUN Creation: When creating LUNs on the storage system, you will need to determine if you want 
many small LUNs or fewer, larger LUNs.  Creating fewer large LUNs will be easier to manage and 
give the virtual server administrator greater flexibility, while creating multiple smaller LUNs can help 
avoid I/O contention and provide granular RAID characteristics that closely match application 
requirements. There is not a simple answer as to the best approach to take, and it may require 
running the applications to see if disk performance is acceptable and tweaking the size of the LUN 
and RAID level accordingly to achieve optimal performance.  

5. Networked Storage Administration: Traditional storage resource management (SRM) tools will only 
have visibility to the Fibre Channel HBA on the host operating system (e.g., VMware ESX Server) and 
cannot directly access the virtual machine operating system that utilizes the storage. The virtual 
machines will play hide and seek from SAN administration tools, which will force reliance on the 
server virtualization management tools to supervise the individual virtual machines. N-Port 
Virtualization (NPIV), a technology that virtualizes world wide names (WWNs) and assigns a unique 
WWN to each virtual machine, will allow storage management tools to work again, but NPIV is not yet 
supported across all server virtualization solutions and not all HBAs are compatible with NPIV. It is 
also worth noting that iSCSI and NAS implementations will not have this limitation since each virtual 
machine has a unique IP address. 

 
Customers understand why networked storage is required for effective server virtualization environments.  
When it comes to server virtualization environments, networked storage options of all types offer significantly 
better flexibility, availability, performance and mobility when compared to DAS solutions. 
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NetApp Storage for Virtual Server 
Environments 
 
 
An imperative consideration when deploying server virtualization solutions from VMware, Microsoft or Citrix is  
the underlying networked storage infrastructure. It is important that the storage system is simple, easy to scale 
and cost-effective. Failure to evaluate these options and consider the overall effect of the storage infrastructure 
can quickly negate any of the cost savings of server virtualization, since the budget savings from the server 
infrastructure will merely be re-routed to the storage infrastructure. Additionally, it is equally important that the 
storage system supports both the “virtualized” server environment and the physical server environment for 
maximum return on investment and ultimate agility. 
 
When implementing server virtualization, there are different types of storage options to consider. While the 
specific details, implementation methods, advantages and disadvantages go beyond the focus of this paper, it is 
important to have a basic understanding of the different deployment options and how they will play into the 
decision-making process. 
 

 File System on Fibre Channel or iSCSI storage utilizes the underlying block storage devices and 
writes a file system across the disks to prepare them for virtual machine images. For example, VMware 
has its own file system, Virtual Machine File System (VMFS), which is used to store virtual machine 
images. VMFS Volumes contain the virtual disk images (.vmdk files) for the virtual machines. It is a 
clustered file system that leverages shared storage and enables a pool of ESX Servers to access the 
same underlying storage infrastructure. 

 

 Raw Device Mapping (RDM) over Fibre Channel or iSCSI is used to manage and redirect disk access 
directly to physical drives. RDM establishes a direct link between the virtual machine and a raw LUN, 
making a file system unnecessary. RDM maintains some of the features of a virtual disk image on a 
VMFS volume while retaining the advantages of direct access to the physical device. 

 

 NAS/NFS solutions store the individual virtual machine images (.vmdk files) directly on the NFS share. 
The files are shared amongst the virtual server resource pool and each virtual machine has its own I/O 
queue to the storage system. 

 
With respect to specific host interface storage technology options, ESG discovered that the solutions most widely 
used among current server virtualization users include Fibre Channel SANs (54%), direct-attached storage 
(DAS) (47%), NAS (44%) and iSCSI SANs (21%), with many organizations using more than one type of storage 
technology to support their current server virtualization environment. ESG also asked current users about their 
future purchase intentions and found NAS to be popular amongst users that have already deployed NAS 
solutions, the belief that NAS is the most economical to implement and the easiest technology to manage when 
compared with Fibre Channel and iSCSI SANs in a virtual server environment (See Figure 3). 
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FIGURE 3. CURRENT USERS: NEW PURCHASE INTENTIONS 

 
Source: Enterprise Strategy Group, 2008 

 
NetApp offers unified storage systems that support multiple protocols enabling customers to run multiple 
workloads and different tiers of applications on the same storage system. NetApp supports NAS, Fibre Channel 
and iSCSI in a single storage system which enables organizations to consolidate both virtual and physical 
resources onto a centralized storage system, while also addressing any I/O resource contention issues. For 
example, a typical end-user has a heterogeneous application environment that places diverse demands on the 
storage infrastructure. NetApp’s unified storage architecture enables users to choose the appropriate connectivity 
protocol based on price, performance and ease of use and distribute the workloads across the entire storage 
system. NetApp also can support the CIFS protocol which enables companies to consolidate Microsoft Windows 
file servers onto a NetApp storage system.  
 
As shown in Figure 4, future adopters also consider NAS to be a top choice as 48% of respondents indicated that 
they would most likely utilize NAS to support its future virtual server environment. Direct-attached storage (DAS) 
is also a popular choice, but in speaking with end-users, ESG sees that DAS is primarily being used for lab, 
staging and test/development environments where mobility and high availability are not requirements. Fibre 
Channel is being deployed where performance remains a priority, while iSCSI is making strong inroads into the 
virtual server environment for its ease of use, attractive price point and its ability to leverage existing networking 
infrastructure and IT skill sets. 
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FIGURE 4. FUTURE ADOPTERS’ EXPECTED STORAGE PREFERENCES 

 
Source: Enterprise Strategy Group, 2008 

 

Snapshots 
 
Server virtualization is often implemented to improve uptime and deliver an “always-on” infrastructure. Virtual 
Machine encapsulation and portability are just two of the differences between virtual and physical environments 
that aid in availability.  However, there are new challenges for protecting production systems and data in a 
virtualized server environment. Organizations planning to implement server virtualization need to determine if the 
business continuity and DR functionality offered by server virtualization vendors can meet existing service levels 
and, if not, how they are going to implement additional technology to match or improve their committed service 
level agreements. 
  
Virtual machine images are stored as single files or, to be more precise, as a set of files within a single directory.  
The concept of a single file that stores system settings, operating system, applications and data is important to 
understand.  Encapsulating the virtual machine in a single file enables mobility and allows multiple copies of the 
virtual machine to be created for business resilience and DR purposes.  Protecting virtual machine images and 
capturing the system state of the virtual machine are new concepts that were not available in the physical world. 
 
NetApp leverages its industry-proven snapshot capabilities by enabling companies to take point-in-time copies of 
their virtual machine images that can be used to quickly recover a virtual machine in the event of a failure or 
corruption. Multiple snapshots can be taken of the same virtual machine to provide different versions of the 
operating environment. The snapshot process is transparent to the application and provides a crash-consistent 
image of the virtual machine. The snapshot image can then be made available for recovery purposes, used to 
create clones of virtual machines and/or shipped off-site for disaster recovery purposes.  
 

Flexible Capacity Management and Volume Cloning 
 
Over provisioning and pre-allocating storage capacity leads to poor utilization and inefficiencies in the data 
center. The goal of “virtualization” is to achieve maximum utilization of resources while maintaining peak 
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operational efficiency. Assigning additional capacity in anticipation of change only to have the capacity go 
unused leads to a chain of inefficiency including unnecessary power and cooling costs. If capacity has been 
assigned, but not utilized, the disks still require the same amount of power to spin. Additionally, a “virtualized” 
environment is dynamic in nature in that it constantly experiences change. Ideally users want a storage 
infrastructure that can automatically grow and change as more virtual machines are deployed and a provisioning 
process that is transparent and simple. In a virtual server environment, a virtual machine is assigned memory 
and CPU capacity that can be prioritized to ensure that performance remains optimal and additional resources 
are available if needed. Within the storage infrastructure, this type of on demand capacity is accomplished with 
thin provisioning. 
 
Thin provisioning offers a simple solution to the problem of stranded capacity. Thin provisioning is a storage 
system technology that allows users to safely allocate to an application as much logical capacity as is needed 
over its lifetime. Meanwhile, physical capacity is drawn from a common pool of storage on an as-needed basis. 
That is, only when an application performs writes is physical capacity drawn from the storage pool.  Additionally, 
physical capacity can be added to the storage pool non-disruptively at any time.  
 
FlexVol is NetApp’s version of thin provisioning which enables administrators to overprovision capacity without 
having to procure the additional disk resources. FlexVol’s just in time capacity differs from traditional methods by 
enabling the business to purchase capacity when the storage system reaches a re-order level based upon the 
physical disk capacity allocated to the virtualized server infrastructure. Disk capacity can seamlessly be added to 
the storage system and placed in a central pool that is made available to all FlexVol volumes. As the virtual 
machine requires additional capacity, the storage system will automatically allocate additional disk capacity to the 
volume. Storage utilization rates improve and the entire storage system is optimized for maximum efficiency. 
 
FlexClone is another NetApp feature that is extremely useful with server virtualization. It enables instant 
replication of volumes without the requirement of additional storage capacity. FlexClone instantaneously makes 
copies of complete volumes that store single or multiple virtual machine images. The copies of the volumes can 
then be brought online and used for test, development and DR. Cloning entire volumes saves time while 
providing administrators with the flexibility to manage and protect data sets housing virtual machine images. The 
process takes place transparently and has significant space savings implications that quickly add up  
 
NetApp FlexClone and FlexVol provide significant savings with minimal management or performance overhead. 
A storage system that can dynamically grow capacity and clone volumes dramatically improves utilization, 
enables non-disruptive capacity changes and reduces data management risk. 
 
ESG is also starting to see the adoption of desktop virtualization where the desktop image is stored in the data 
center and served remotely to the end-user. While this architecture has many advantages including central 
administration and security, one of the more notable benefits includes desktop data protection. Since the desktop 
is stored as an image, like a virtual machine, it can be quickly backed up, patched and replicated. Additionally, 
with technologies like FlexVol, the desktop image will only consume storage capacity as needed and the storage 
system can easily scale as more desktop images are added or as more applications are added to the existing 
images. The potential cost savings as organizations consolidate tens or hundreds of virtual desktop images are 
enormous. 
 

Data De-duplication 
 
With server virtualization, multiple copies of the same data can be stored on the same storage system leading to 
costly capacity consumption and inefficient data storage. For example, with server virtualization, you typically run 
multiple virtual machines with the same operating system. Each virtual machine stores a copy of all the operating 
system files and any common applications and patches. An environment running ten virtual machines with 
Windows Server 2003 would have ten copies of the operating system on the same storage system. This also 
holds true with desktop virtualization where companies may have hundreds of Windows XP virtual desktop 
images. 
 
NetApp de-duplication de-duplicates data at the block level and removes duplicates granularly so that not only 
are duplicate files removed, but duplicate blocks are eliminated.  NetApp de-duplication provides the ability to 
identify duplicate data and only store it once, which also helps IT operations achieve much greater efficiency 
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when combined with thin provisioning. The virtual machine images are de-duplicated and only consume capacity 
on an as-needed basis.  

 
DR For the Masses 
 
Server virtualization is changing the economics of remote disaster recovery for many organizations by enabling 
less complex and more cost-effective remote disaster recovery solutions.  According to ESG research of current 
and planned virtualization users, 26% of the current virtualization users have already implemented disaster 
recovery capabilities for their virtual servers in the form of replicating virtual machine images to a remote site.  An 
additional 39% of respondents say they are not currently replicating virtual machines for disaster recovery 
purposes, but plan to do so.  IT organizations recognize that server virtualization greatly reduces the cost and 
complexity traditionally associated with replication solutions.  ESG believes that server virtualization makes it 
affordable to implement remote replication for disaster recovery by reducing the cost of remote site server 
infrastructure.  Consequently, due to server virtualization, many organizations are implementing—or will 
implement—remote replication technology for the very first time.  Just 39% of SMBs and 55% of enterprise-class 
organizations that currently have or plan to implement remote replication solutions for virtual machines had any 
type of replication solution in place prior to implementing server virtualization. 
 
NetApp replication technology makes it possible for businesses to replicate virtual machine images and 
associated data to a secondary site for disaster recovery purposes. The beauty of server virtualization is that the 
virtual machines remain hardware agnostic so that the secondary data center does not have to house the 
identical hardware being used in the primary data center. Furthermore, secondary data centers may also require 
fewer physical servers to support the same workload as the primary site. There may be slight performance 
degradation, but this is often acceptable during a failover scenario. NetApp SnapMirror replication enables 
administrators to replicate virtual machine images and quickly recover the images in the event of an outage. 
NetApp is also working closely with VMware to integrate SnapMirror into VMware Site Recovery Manager, which 
helps to automate the DR process. 
 

Additional NetApp Efficiencies 
 

 The NetApp RAID Double Parity (DP) technology helps prevent data loss if two drives fail in the same 
RAID group. As drive sizes grow—some drives will soon be able to store one terabyte of information—a 
second drive failure in the same RAID group has a relatively high probability of occurring during 
reconstruction of the first drive, which could result in a significant amount of data loss. Customers can 
mitigate both capacity expenditures and risk of data loss with NetApp RAID DP. 

 

 NetApp’s integration with VMware Consolidated Backup (VCB) enables administrators to offload the 
backup process from production VMware ESX servers and utilize a proxy server to perform all backup 
operations. This eliminates the need to meet backup windows and eliminates the I/O contention between 
the backup operation and production application processing. 
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ESG’s View 
 
 
The current adoption rate of server virtualization solutions across all industries, regardless of company size, is 
phenomenal. Networked storage is a fundamental piece of the virtualized environment and requires careful 
consideration during the implementation process. ESG believes that server virtualization is a major catalyst for 
universal storage networking adoption.  There are currently hundreds of thousands of storage networks, but 
there is an opportunity for there to be millions. We have not reached this level of adoption in storage networking 
because the issues of inherent complexity and cost currently outweigh the perceived value. Drivers such as 
data growth, compliance, consolidation and data protection have not provided reason enough for storage 
networking to be universally implemented. ESG believes that server virtualization will play a big role in changing 
this dynamic. Additionally, ESG believes that the use of virtual machines will also drive further adoption of 
disaster recovery based on its ease of recovery and cost-effectiveness. 
 

ESG believes that NetApp’s flexible storage solutions align well with server virtualization solutions and the goal of 
making IT invisible. NetApp storage systems earn the right to be qualified as cost-effective solutions since they 
continue to return savings back to the business with technologies like FlexClone, FlexVol, de-duplication and 
Snapshots. Combining these technologies yields even higher cost savings. One of the primary goals of server 
virtualization is to achieve high utilization rates and it is important that this resource optimization is applied across 
the IT infrastructure. NetApp is particularly well-suited to accommodate the popularity of server virtualization 
running on a NAS infrastructure as ESG has confirmed with recent research findings. Due to its experience with 
enterprise application integration, including Microsoft Exchange, Oracle and SAP, customers can leverage 
NetApp’s expertise when deploying these applications on virtual machines. 
 
While the decision to implement networked storage with server virtualization is obvious, choosing the ideal 
storage system involves careful consideration. The storage system needs to mesh with the dynamic nature of 
server virtualization and scale to quickly meet the demands of a rapidly growing and changing infrastructure. The 
stability of the storage environment and how it integrates with server virtualization is important as well. The 
storage infrastructure must mirror the efficiencies and benefits introduced with server virtualization by delivering 
features and functionality that foster efficient use of capacity, integrate with DR solutions, simplify administration 
and deliver peak performance to virtual machines. IT is beginning to disappear before our eyes with the 
emergence of server virtualization, but it is going to take multiple tiers of transparency such as the ones offered 
by NetApp for IT to truly become invisible. 
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